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Abstract A plethora of interwoven social enablers and technical advancements
have elevated smart healthcare from once a supplemental feature to now an
indispensable necessity crucial to addressing intractable problems our modern
cities face, which range from gradual population aging to ever surging healthcare
expenses. State-of-the-art smart healthcare implementations now span a wide array
of smart city applications including smart homes, smart environments, and smart
transportation to take full advantage of the existing synergies among these services.
This engagement of exogenous sources in smart healthcare systems introduces a
variety of challenges; chief among them, it expands and complicates the attack
surface, hence raising security and privacy concerns. In this chapter, we study the
emerging trends in smart healthcare applications as well as the key technological
developments that give rise to these transitions. Particularly, we emphasize threats,
vulnerabilities, and consequences of cyberattacks in modern smart healthcare
systems and investigate their corresponding proposed countermeasures.
Keywords Privacy · Security · Wearable sensors · Access control ·
Authentication

1 Introduction
With the world slowly recovering from the last economic recession in 2007 [1, 2],
which occurred in parallel with the gradual population aging and the prevalence of
chronic diseases such as osteoarthritis and diabetes in epidemic proportions [3, 4],
smart healthcare—often portrayed as a panacea for improving healthcare quality and
reducing its ever-increasing expenses—has been recently gaining unprecedented
momentum. Further driven by impressive breakthroughs in the Internet of Things
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(IoT) and smart city technologies, smart healthcare (or alternatively electronic
health or e-health) has shown massive potential to bring continuous, real-time, and
personalized health services to masses, thereby substantially decreasing the burden
of already under-staffed healthcare centers [5]. Indeed, the proliferation of a wide
array of e-health services ranging from clinical-grade [6, 7] to fitness [8, 9] to
logistical and infrastructure [10, 11] applications is a testament to the growth of
this field.
The interplay of these social impetuses and technological advancements has now
paved the way for the emergence of next-generation implementations, where healthcare services are not merely restricted to continuous monitoring of physiological
parameters. Instead, they operate in tandem with non-healthcare aspects of a smart
city—such as smart homes and smart environments [12]—to provide comprehensive
care. This transition is transpiring in a broader context and outside the locus of smart
healthcare. For example, in a future smart city, a wearable remote ECG monitoring
system [13] can automatically contact emergency units at the onset of a heart attack.
Then, an autonomous defibrillator ambulance [14] can be dispatched to help the
patient. Traffic status can be manipulated to minimize ambulance travel time [15],
thereby increasing the survival chance of the patient. Although this simple scenario
falls under the smart healthcare umbrella (judging by its purpose), it involves
other smart city services such as smart transportation. Additionally, considering the
proliferation of smart electric vehicles, this scenario indirectly engages the smart
grid [16]. Such a unified single IoT infrastructure is yet to be realized, however,
recent developments in the IoT signal its beginnings.
This transition introduces numerous challenges and opportunities. It renders
smart healthcare an even more interdisciplinary field, where the effectiveness
of implementations hinges on a close cooperation among engineers, physicians,
patients, city authorities, businesses, etc. Establishing such a communication among
healthcare constituents, however, has become a major obstacle against its progression [17]. Furthermore, inflating the sphere of e-health substantially increases the
breadth and complexity of the attack surface, which poses serious security and
privacy concerns, particularly, considering the gravity of the task, which involves
citizens’ safety and well-being. The latter case has recently become more alarming
in the aftermath of increasing attacks that target critical healthcare infrastructure
such as hospitals [18]. The extent and intensity of these breaches, often conducted
for extortion purposes, have created an aura of distrust and skepticism between
smart healthcare and its users. Neglecting these apprehensions can indeed delay
the widespread acceptance of smart healthcare.
We dedicate this study to security and privacy considerations of these emerging
smart healthcare applications. To this end, we first investigate the latest trends
in smart healthcare applications in Sect. 2 to see how the most recent research
works in the literature take advantage of existing symbiotic relationship among
e-health and various aspects of modern smart cities. We then analyze the overall
structure of such services and discuss the underlying technical developments that
have fueled this transition in Sect. 3. We study these enablers from the standpoint
of sensing, communication, and data processing and elaborate on how emerging
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technologies such as crowd-sensing, non-dedicated sensing, low-power short-range
communication, machine learning, and deep learning solutions are driving smart
healthcare toward its bright future. These nascent technologies, however, introduce
security concerns. We review these vulnerabilities in Sect. 4 by discussing the latest
attacks and threats against real-world implementations. Protecting smart healthcare
applications from these ever-increasing threats and vulnerabilities requires a holistic
approach. To this end, Sect. 5 provides a summary of some of the most prevalent
attacks that target in-field individual components of smart healthcare along with
their common countermeasures. Section 6 focuses on approaches that aim to protect
the entirety of the system, particularly by providing services such as access control,
authentication, and authorization. Sections 7 and 8 provide a discussion of existing
unresolved challenges and concluding remarks, respectively.

2 Smart Healthcare Applications
Increasing public awareness about the importance of personalized, continuous,
and efficient healthcare, coupled with recent breakthroughs in the IoT arena has
made the scene ready for the emergence of a diverse range of smart healthcare
applications. A substantial number of proposed services aim to provide a decisionsupport framework for physicians and specialists, thereby helping them with disease
prevention, diagnosis, and therapy [19]. Such clinical-grade applications involve
accurate data acquisition and processing that must comply with stringent procedures
and standards enforced by specialized organizations such as American Diabetes
Association (ADA) [20, 21] and American Heart Association (AHA) [22, 23]. Considering that these strict requirements can become prohibitive for many investors
and researchers, a parallel branch of smart healthcare oriented toward non-clinical
applications is gaining momentum. These services often include noninvasive monitoring devices such as smartwatches and wristbands to help users keep track of
their activities, to promote healthier lifestyles. Alternatively, a wide variety of nonclinical applications are designed to provide continuous care for elderly and people
with disabilities. Finally, instead of providing real-time and personalized healthcare,
the third category of e-health aims to facilitate communication among healthcare’s
multiple constituents, including patients, physicians, specialists, hospitals’ staff, and
emergency units. In this section, we study smart healthcare applications under these
three categories: (i) Clinical, (ii) Non-clinical, and (iii) Logistical applications.
As discussed in Sect. 1, the boundaries among these applications are narrowing.
Investors and researchers must become cognizant of numerous challenges and
complications this integration of a wide variety of smart city services poses. We
discuss the significance of this in Sect. 3. This transition also introduces various
security and privacy concerns. For example, a hardware-level attack to a smart
healthcare device by an insider not only compromises health related private data but
can also endanger the entire network, leaving the home network and other smart city
services (such as smart home devices) vulnerable to cyberattacks [24]. We elaborate
on major security and privacy concerns in Sections 5 and 6.
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2.1 Clinical-Grade Healthcare Applications
Measuring major physiological parameters in clinical settings is traditionally
conducted by trained staff and personnel via typically expensive and invasive monitoring systems. Although accurate—which is a fundamental requirement in these
applications—traditional methods fail to provide continuous monitoring, which is
becoming increasingly more relevant to the prevalence of chronic diseases [25].
Furthermore, measurements conducted in controlled environments of hospitals and
laboratories do not sufficiently reflect patients’ actual physical status in their dayto-day life. Numerous smart healthcare systems are proposed to address these
requirements. The outputs of these services are directly used by physicians and
specialists for prevention, diagnosis, and therapy purposes, which highlights the
strict accuracy and reliability requirements of clinical smart healthcare. Unfortunately, however, noninvasive, inexpensive, and real-time monitoring does not
yield high sensing accuracy. A part of these shortcomings can be offset by the
utilization of advanced preprocessing and data processing techniques, which are
now an integral component of every smart healthcare system. Nonetheless, as even
occasional failures (false negatives) can lead to catastrophic outcomes, clinicalgrade monitoring systems notoriously suffer from high false positive rates [26]. We
provide more details on smart healthcare data processing in Sect. 3.3.
A large portion of clinical-grade smart healthcare applications uses continuous
monitoring to detect specific events. Specifically, given the increasing share of
heart failures, a wide range of applications targeting cardiovascular diseases (CVD)
are proposed in the literature. For example, the authors in [27] propose a cloudbased ECG monitoring system that assists with diagnosing cardiovascular diseases
by classifying heart activity into normal, premature, ventricular contractions, and
other. The classification is carried out by a 30-neuron artificial neural networks
(ANN) based on QRS complex features. In a telemonitoring scenario, processed
information can be transmitted to a physician to assist them with decision making.
This is, however, a non-trivial task as the sheer size of information collected in realtime continuous systems can readily inundate physicians and specialists. Effectively
representing processing results has been subject to extensive research [28–30]. For
example, a novel “QT-Clock” is presented in [31] that can summarize ECG data
collected in a 24-h interval, facilitating prolonged QTc diagnoses considerably.
Although valuable, continuous sensing alone is insufficient in many cases, as a
wide array of chronic diseases (such as diabetes) can only be contained through
exhaustive adaptations in daily lifestyle. For such scenarios, comprehensive smart
healthcare services have been developed to facilitate patient-physician collaboration, control their diet and medicine intake, and potentially recommend physical
activities [32]. Aside from normal monitoring, such systems must analyze the
environment and detect patients’ activities, while meeting the requirements and
recommendation of specialized groups. Data pertaining to patient progress and
alerts indicating a critical event can be shared in real-time with a physician to
provide telemonitoring [32]. Some IoT-based healthcare systems even involve
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automatic medicine administration, thereby ensuring perfect scheduling and exact
dosage without requiring patient’s diligence. An implantable example of such
devices is implemented in [33]. In spite of its invasive implantation, such methods
can increase patients’ comfort in long-run (particularly, as opposed to traditional
glucose monitoring that involves taking blood samples by finger sticking). We
further discuss advantages and disadvantages of such methods in Sect. 3.1.

2.2 Non-clinical Healthcare Applications
Clinical-grade applications inherently entail extreme accuracy and reliability, as
even occasional errors can bring about grave consequences. Many researchers and
investors prefer to explore new horizons of smart healthcare free of these stringent
requirements and standards. Furthermore, developing applications for the entire
population (healthy and non-healthy) provides further investment motivation by
promising a larger market. These major enablers have stimulated the emergence
of non-clinical applications, which mostly focus on improving users’ lifestyles.
Relatively looser regulations in non-clinical applications directly translate to cost
reduction and improved noninvasiveness—both of which are integral requirements
for these applications. This field has received substantial momentum with the
advancement of smart portable devices such as smartphones, smartwatches, and
smart glasses. Despite their rather casual implementations, the contribution of this
branch of healthcare to prevention, diagnoses, and rehabilitation of diseases must
not be underestimated. In this section, we review notable example developments in
this field.
A typical non-clinical smart healthcare application involves wearable sensors that
collect data on a variety of physiological and environmental parameters. Sensors
can take different forms depending on target applications and their requirements.
For instance, textile wearable sensors worn around feet and ankles transmit inertia
measurements over Bluetooth Low Energy (BLE) to a smartphone; where Support
Vector Machine (SVM) algorithm classifies user’s gait as either normal or foot
drop [34]. Achieving accuracies between 71% and 98%, such an application can
expedite rehabilitation process [35]. Indeed, as discussed earlier, the new generation
of the smart healthcare applications employ various aspects of smart city to improve
their usability. An example of such an application is provided in [8], where a combination of participatory sensing and existing sensing infrastructure in environmental
monitoring, air quality monitoring, and smart transportation is used to suggest a
suitable exercise route. By considering pollution, traffic, the difficulty of the terrain,
ultraviolet (UV) radiation index, and temperature, the proposed application uses
collaborative filtering (CF) to classify routes into three categories (danger, caution,
idle) based on the physical status and health condition of the user. An ambient
assisted living (AAL) targeting outdoor activities of the elderly and people with
disability is developed in [36]. The proposed system is based on crowed-sensing
and assists users with navigation, finding urgent health attention, providing help
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while afflicted with confusion, and routine tasks such as making calls and passing
across streets. It can also classify user’s status into various categories including OK,
Fallen, Wandering, Risk of Getting Lost, etc. This example clearly shows how the
implementation of an effective modern smart healthcare application can extend to
not only multiple smart city infrastructures but also various social considerations.
Not all the non-clinical application focus on continuous personalized monitoring.
Particularly, the prevalence of new technologies such as virtual reality (VR)
and augmented reality (AR) has resulted in a variety of rehabilitation services.
Particularly, VR-based video games proposed in [37] and [38] provide affordable
home-based setups to accelerate rehabilitation of stroke patients with impaired arms.
This directly translates to significant cost reduction by minimizing the involvement
of trained personnel and special equipment.

2.3 Logistical and Infrastructure Healthcare Applications
Ubiquitous smart healthcare has created the “big data” problem, where transmission,
storage, and processing of a large amount of data pose multiple challenges. Parallel
to data acquisition research, many have redirected their focus to address these
big data-related challenges, thereby completing the puzzle of the uniform smart
healthcare ecosystem. For example, multi-agent systems (MAS) based on semantic
comprehension can facilitate data sharing among various hospitals [39], even when
the size of stored information and its distribution increases. However, in addition
to its sheer size, the large number of stakeholders in smart city ecosystems also
poses various challenges. An effective infrastructure is required to share data
among patients, hospitals, insurance companies, pharmacies, and emergency units.
Although cloud-based implementations are typically considered the natural choice
in these scenarios, they raise genuine security and privacy concerns. Encryption and
watermarking are proposed to protect data transfers to and from cloud servers [40].
We detail smart healthcare security considerations in Sections 5 and 6.
In addition to data sharing, some smart health applications aim to increase the
efficiency of hospitals by introducing the smart hospital concept. An example of
such system is developed in [41]. The system embodies a diverse range sensing
nodes such as RFID tags, smartphones, and wireless sensor networks (WSNs) to
collect information regarding the location and progress of each patient as well as
their major biomarkers. The developed system allows patients with both registration
and follow-up and helps them navigate within the building. Implementing such a
smart environment in hospitals can reduce waiting time and costs while increasing
the quality of provided services. Additionally, some applications can merely focus
on facilitating face-to-face interaction between patients and physicians [17], which
can be particularly of assistance to the elderly and people with disability, as they
cannot make frequent visits to hospitals.
Some government agencies monitor social networks for early detection of
outbreaks. This solution can effectively reduce the costs of expensive existing
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methods (which mostly rely on a network of physicians and pharmacies) and help
with detecting outbreaks in their early stages, thereby substantially increasing the
chances of its containment. Particularly, detecting seasonal influenza outbreaks via
social networks seems to be quite effective [42]. Multiple examples of similar works
are provided in [43], which discusses the application of the artificial intelligence to
the data collected from social networks for computing the health status of the society
(e.g., via prediction of outbreaks, measuring the efficacy of countermeasures, etc.).

2.4 Summary
Smart healthcare applications can be categorized into (i) clinical, (ii) non-clinical,
and (iii) logistical and infrastructure applications. Clinical-grade services aim to
assist healthcare stakeholders with prevention, diagnoses, therapy, and rehabilitation
of various diseases. Non-clinical applications target personal healthcare to promote
a healthier lifestyle. Logistical applications mostly focus on hospital automation
and facilitate patient-physician collaboration. The dissimilarities in scopes of these
applications diversify their requirements and priorities. Table 1 summarizes the

Table 1 A comparison of smart healthcare major branches: (i) clinical, (ii) non-clinical, and (iii)
logistical and infrastructure applications
Application
Clinical
(Sect. 2.1)

Non-clinical
(Sect. 2.2)

Logistical
(Sect. 2.3)

Priorities
(high to low)
High-accuracy
Robust security
Privacy protection
Non-invasive
Low-cost
Non-invasive
Low-cost
Privacy protection
Robust security
High-accuracy
Robust security
Privacy protection
High-accuracy
Non-invasive
Low-cost

Example services
Glucose monitoring [44]
Respiration monitoring [45]
Hypertension monitoring [46]

Diet control [47]
In-home rehabilitation [37]
Stress monitoring [48]

Smart hospital [49]
Medical data sharing [50]
Telemedicine [51]

This table contrasts the priorities and characteristics of each category. Priorities are listed based
on decreasing importance for each category. For example, clinical-grade devices aim to provide
high accuracy, even if that increases their costs and invasiveness. In contrast, non-clinical fitness
services can decrease accuracy in favor of lower cost and lower invasiveness. Example Services
lists some of the example implementations of each application
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idiosyncrasies of each category. Particularly, the importance of five underlying
characteristics of such systems is investigated: accuracy, security, privacy, noninvasiveness, and expense. For example, many clinical applications can trade off
expense to increase accuracy. In contrary, the expense is the main criterion for many
commercialized and non-clinical services (hence its priority is set to high in the
table).

3 System Architecture
Despite its relatively short record, smart healthcare (as a subcategory of smart city
and IoT) has been subject to profound changes. The early implementation of smart
health was mostly centered around three components: Data acquisition and sensing,
data concentration and aggregation, and data processing, storage, and visualization.
Closest to the user, data acquisition involves a diverse range of sensing devices
that collect raw data on user’s multiple biomarkers. Due to stringent requirements
on noninvasiveness, battery life, and ease-of-use (including weight and size), these
sensing devices are incapable of providing intense computing. More importantly,
these sensors oftentimes operate as stand-alone devices, implying that they do not
have access to the entire acquired data. The most expedient solution is to outsource
calculations to computationally-capable servers, where demanding data processing
algorithms and long-term data storage can be provided free of the constraints
sensing devices face. Direct cloud access, however, is typically far beyond the
capabilities of sensing devices. This problem is typically circumvented through
a hierarchal implementation, where an intermediary component bridges the gap
between data acquisition and the cloud. This conduit provides transparent cloud
connectivity via local wireless personal area networks (WPANs) and wireless body
area networks (WBANs), thereby substantially removing communication burden
from sensors. An abstract depiction of this architecture is shown in Fig. 1.
This classic architecture of smart healthcare sufficiently addresses application
requirements. Particularly, hierarchal implementation is proven to be effective
against system’s large scale, rapid, and constant data generation, and extreme
(and growing) heterogeneity. The cloud-based implementation also ensures deep
value, where invaluable information can be revealed by combining data from
multiple sources (data fusion). The backbone of this architecture, therefore, remains
applicable to new-generation smart health applications as well; however, recent
developments in the IoT field have resulted in significant modifications in implementation details. For example, the emergence of smart portable devices has
introduced the mobile-health (m-health, as opposed to electronic-health or e-health)
concept, where new sensing platforms such as the participating and non-dedicated
sensing [52] have revolutionized the data acquisition component. Furthermore, as
discussed in Sect. 2, smart healthcare is growing beyond its traditional definition.
Similar evolution is transpiring in other smart city applications. These developments
portend a uniform IoT ecosystem. Considering the functionality, this ecosystem
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Fig. 1 Functionality of the smart healthcare infrastructure can be thought of as having three categories: (i) Data Acquisition involves dedicated and non-dedicated sensing to collect information
about users and their surrendering environment, (ii) Data Concentration performs rudimentary data
processing and bridges the local network with the cloud, and (iii) Data Processing stores, analyzes,
and visualizes the data over an either distributed or non-distributed platform. The results are shared
with various participants including physicians, insurance companies, pharmacies, etc

can be structured based on a four-component model. An infrastructure component
gathers raw data and transfers them to the cloud for processing. Utility component
provides application-specific services for parochial services such as smart health,
smart transportation, AQ monitoring, etc. Social development component conflates
individual applications to provide social services such as comprehensive healthcare,
education, and entertainment [12]. Finally, security and privacy components must
be spread over all building blocks of the system to ensure its robustness against cyber
threats and security flaws. An abstract representation of this paradigm is depicted
in Fig. 2. In the rest of this section, we study each component of smart healthcare
in details and investigate how recent developments in smart city arena have affected
its implementation. A thorough and complete review of the most recent advances in
the smart city system architecture can be found in [53].
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Fig. 2 A demonstration of state-of-the-art smart healthcare applications. Such systems encompass
four components: (i) Infrastructure involves sensing, communication, and processing platforms,
(ii) Utility employs the infrastructure toward parochial smart city applications, (iii) Social
Development ensures interoperability among stand-alone applications, hence taking advantage of
existing synergies, (iv) Security and Privacy protects the entire system from privacy leaks and cyber
threats

3.1 Data Acquisition and Sensing
This component of the smart healthcare architecture embodies a variety of sensing
devices, which aim to provide continuous, noninvasive, accurate, and inexpensive raw data acquisition of physiological and environmental parameters. These
strict requirements coupled with a harsh deployment environment pose various
restrictions on sensor weight, cost, size, and computational and communication
capabilities. Hence, limited resource availability is the major consideration in data
acquisition design and implementation. Similar to other aspects of smart healthcare,
data acquisition component has been subject to gradual evolution. As explained
in [3], the first generation of smart health sensing typically revolved around data
acquisition from a limited number of sensors such as electrocardiogram (ECG)
patches and pulse oximeters. It was soon discovered that data fusion in a multisensory setting can effectively reveal hidden information at the expense of increased
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computational complexity (a trade-off worth making especially in the cloud-based
architecture with abundant resources) [54, 55]. The recent generation of data acquisition implementations are centered around the same premise, however, they incorporate non-traditional sources of data such as patients’ historical records, research
results, and laboratories experiments [56]. Although this approach further complicates the challenges regarding the big data management, it adds substantial value to
applications’ performance, as systems tend to evince emergent characteristics.
Multiple enablers have fueled these developments in data acquisition. Advances
in solid-state physics and VLSI design have increased the computational capability
of smart sensors while reducing their power dissipation. In the meantime, recent
breakthroughs in material sciences have resulted in the emergence of bio-compatible
and flexible printed circuit boards (PCBs) [57]. Complementary to these, novel
energy harvesting solutions have remarkably mitigated the limited power availability, thereby improving sensors’ noninvasiveness and accelerating the emergence of
perpetual data acquisition [58–60]. Finally, smart healthcare sensing has received
significant momentum with the proliferation of smart portable devices and novel
solutions such as crowd-sensing and non-dedicated data acquisition [52].
Being the backbone of data acquisition component, sensors are typically implemented in three forms: ambient sensors, wearable sensors, and implantable sensors.
Ambient sensors can collect users’ information from a distance, which minimizes
their invasiveness. Cameras are the most common type of ambient sensors. When
used with powerful image processing techniques, camera-based solutions can be
applied to a wide spectrum of applications. For example, the system proposed
in [61] uses smartphones’ embedded cameras to capture changes in ambient light
intensity caused by breathing-induced body movements. These changes can be
processed to reveal information about tidal volume and respiration rate. Indeed, this
approach is substantially less invasive and more cost-efficient than standard clinical
methods such as trained personal observation, Doppler radars, and spirometry.
However, cameras are susceptible to the noise induced by other light sources,
suffer from a limited line of sight, and raise privacy concerns [62]. This has
motivated some researchers to investigate RF-based sensors as a strong candidate for
ambient sensing. Various studies show that users’ movements caused by falling [63],
respiration [64], and heartbeats [65] interfere with RF signals (particularly, Received
Signal Strength (RSS) indicator). RF sensors address many limitations of cameras,
however, the filed is still in its fledgling state and many proposed solutions are tested
in highly controlled environments.
Wearable sensors must remain in close proximity of users’ bodies. Some may
require direct contact with the skin, while others may not. For example, the authors
in [66] propose a cuffless wearable sensor for blood pressure monitoring based
on photoplethysmograph (PPG) signals captured by pulse oximeters. Clearly, the
proposed system excels clinical approaches, which involve trained physicians and
sphygmomanometer—and require patients to wear a cuff around their arm—in
terms of ease-of-use and continuous data acquisition. Pulse oximeters are typically
worn at the fingertips, which can become cumbersome in the long-term use. A
study conducted in [67] shows that when coupled with advanced image processing
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techniques, built-in cameras of smartphones can also be employed to capture PPG
signals. Furthermore, conducted studies in [68] and [69] prove the applicability
of pulse oximeters to blood oxygen saturation monitoring applications. Other
commonly used wearable sensors include dry and non-contact ECG patches [70]
and Inertial Measurement Units (IMUs), which include multi-axis accelerometers,
gyroscopes, and force sensors [71].
Once implanted within the body, in-vivo sensors can collect data and administer
medicines accurately, without requiring any intervention from users. In spite of their
invasive installation process, in-vivo sensors outperform their wearable alternatives
in terms of ease-of-use in long-term operation. For example, an implantable device
capable of glucose monitoring and injecting insulin is proposed in [33] for diabetic
patients. The device can operate for 180 days after insertion when performing
data measurements every 2 min. Limited power availability is the bane of invivo sensors. A study conducted in [72] proposes an implantable blood pressure
monitoring system that is powered by RF backscattering; hence it can operate for
an extended period. However, the sensor includes a wearable pair that continuously
transmits wireless power to the device. Table 2 summarizes our discussion about
most commonly used sensors in smart healthcare data acquisition.

Table 2 Sensors used in smart healthcare data acquisition component can be categorized into
ambient, wearable, and implantable devices
Type
Ambient
sensors

Wearable
sensors

In-vivo
sensors

Advantages and
disadvantages
⇑ Minimal invasiveness
⇑ Cost-efficient
⇓ Limited accuracy
⇓ Privacy concerns
⇓ Interference
susceptibility
⇑ High flexibility
⇑ Cost-efficient
⇑ Non-invasive
⇓ Security concerns
⇓ Limited accuracy
⇓ Uncomfortable
⇑ High accuracy
⇑ Comfortable
⇓ Invasive
⇓ Limited battery life
⇓ Uncomfortable

Example applications
Respiration monitoring (camera) [61]
Blood oxygen monitoring (camera) [73]
Fall detection (RF) [63]
Heart beat monitoring (RF) [65]
Respiration monitoring (WiFi) [64]
BP monitoring (pulse oximeter) [74]
Muscle activity monitoring (textile) [75]
Seismocardiography (accelerometer) [76]
Electrocardiography (ECG) [77]
Fall detection (IMU) [71]
Glucose monitoring (abdominal
tissue) [33]
BP monitoring (femoral artery) [72]

Ambient sensors are typically used for casual fitness-related applications. Wearable sensors can
be used for both clinical and non-clinical purposes, while implantable (in-vivo) sensors are most
suitable for clinical applications due to their unmatched accuracy
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3.2 Data Concentration and Aggregation
Data concentration and aggregation component facilitates cloud access by creating
a virtual conduit between in-field sensors and the cloud. Breaking the distance
between these two components and placing the data concentrator close to sensing
devices transfer the communication burden from sensors to the concentrator.
Therefore, concentrators are typically provisioned to be relatively resourceful—
sometimes grid-connected—computers that are not constrained with limitations
of field devices. This approach is readily implementable, as a single concentrator
can cater to many sensors. A concentrator establishes a short-range wireless with
sensors, over which filed devices can upload their data and receive command and
control messages from the cloud. Once a communication link is established, a
concentrator provides three fundamental services to its associated sensor nodes:
preprocessing and aggregation, protocol adaptation, and cloudlet services.
Radio Access Technologies (RATs) Establishing a connection between sensors
and the concentrator faces the typical challenges of IoT and smart city communication. The power availability limitation is the main setback. Data is also highly
heterogeneous; an application might involve multi-media, text-based, scalar, and
real-time data, with each type demanding a specific quality of service management.
Furthermore, as many smart healthcare applications are event-based (such as fall
detection, heart attack prediction, etc.), the network traffic is highly bursty and
unpredictable. Finally, security and privacy considerations are also of utmost
importance. When combined with 3Vs (veracity, volume, and velocity) of the smart
city communication [78], satisfying these requirements entails many challenges. A
variety of WBAN and WPAN protocols are proposed in the literature. However,
ZigBee, Bluetooth Low Energy, and WiFi have received the widest adoption.
ZigBee (developed by ZigBee Alliance [79]) has for long been considered the de
facto standard for WPAN implementations, due to its low complexity, acceptable
reliability, low energy consumption, and decent data rate and range (≤250 kbps
and ≤100 m). This standard, however, suffers from multiple shortcomings. First,
the performance of ZigBee deteriorates with the number of nodes [80]. More
importantly, as ZigBee operates in the same frequency band as WiFi and due to
its relatively lower transmission power, the standard is known to evince poor WiFi
compatibility [81]. This can become a prohibitive limitation considering the everincreasing popularity of WiFi. These limitations have inclined some researchers
toward IEEE 802.11 (WiFi) standard, which provides remarkable throughput and
unmatched ubiquity. Nonetheless, WiFi is not originally designed for smart city
dense networks. Its performance decreases with the network density. Additionally,
WiFi consumes orders of magnitude more energy than its low-power alternatives.
BLE [82] is indeed the shining star of smart healthcare applications. It can provide
relatively high data rates (≤2 Mbps) and decent coverage (≈ 70 m) [83]. In addition
to its high energy efficiency (study conducted in [84] shows that a small coin
battery can power a BLE-powered sensor for about a year in an activity recognition
application), the popularity of BLE can be mostly attributed to its unparalleled
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ubiquity, as many portable devices such as smartphones, laptops, and smartwatches
shipped with embedded BLE compatibility. BLE, however, cannot be configured
in the mesh topology, which limits its scalability and arises security and privacy
concerns [85].
Expected to be available in 2020, the fifth generation of mobile communication
(5G) promises a low-delay (less than 1 ms), long-range, low-energy (90% reduction in comparison to 4G), high-rate (up to 10 Gbps), and resilient connectivity
for smart city applications [86]. The 5G’s ability to provide diverse QoS and
Quality of Experience (QoE) management coupled with its compatibility with
both massive Machine Type Communication (mMTC) and Ultra-Reliable Low
Latency Communication (URLLC) [87] promises great opportunities to dovetail
smart healthcare and other smart city applications. To these, we should also add
features such as impressive mobility support (500 kmph) [88], Device to Device
communication [89, 90], and Licensed-Assisted Access (LAA) [91], all of which
are critical to cross-application comprehensive healthcare services. Overall, taking
into the account the close ties of cellular networks with smart cities [92], the share
and importance of such RATs in the smart healthcare is expected to grow.
Data Preprocessing and Aggregation Two inherent characteristics of smart
healthcare communication motivate data preprocessing and aggregation. First, the
dense deployment of sensors often results in duplicates or values that are in the close
vicinity of each other. For example, built-in accelerometers of a user’s smartwatch
and smartphone typically measure and report the same value, which implies some
degrees of redundancy. The other contributing factor can be associated with eventbased nature of many healthcare applications, where all the sensors deployed in an
application generate a tide of data upon occurrence of an event. In these scenarios,
having multiple sensors that report the same event represents redundancy. The
data preprocessing and aggregation component aims to reduce long-range communication burden by detecting and reducing these redundancies. This, however,
requires this component to perform basic calculations on raw data (such as max,
min, mean, and average), which inexorably increases the energy consumption of the
node. However, as communication is notably more demanding than computation—
in terms of energy consumption—data aggregation can lead to a notable reduction
in the overall power dissipation. Similarly, rudimentary data preprocessing can be
applied to raw data to eliminate outliers and erroneous samples. Particularly, if the
resource availability of the concentrator allows it, early event detection techniques
and feature extraction methods can result in major reductions in network traffic.
The data aggregation and preprocessing introduce multiple challenges. For example,
whether the energy consumption reductions caused by aggregating are enough to
offset computation power demand remains dependent on the application. Multiple
models, however, are proposed in the literature to evaluate these trade-offs [93].
Furthermore, aggregating faulty samples with normal ones can vitiate veracity of
measurements, as one corrupt recording can contaminate the entire sample [94].
Cloudlet A new approach to hierarchal smart healthcare involves deployment of
relatively powerful machines in the close vicinity of field devices [95]. Often termed
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as cloudlet, these machines can execute complicated data processing algorithms,
offer extensive long-term data storage, and manage network operation [96], thereby
minimizing the dependence of the application on the cloud [97]. This architecture
improves various aspects of the application. For example, reducing the physical
distance among sensors, users, and servers increases various aspects of QoS.
Additionally, cloudlet-based applications can resume their operation in the absence
of Internet connectivity, thereby providing offline services.

3.3 Data Processing: Structure and Algorithms
Sophisticated data analysis algorithms form the engine that drives smart healthcare
toward once-unimaginable boundaries. These algorithms, nonetheless, are demanding and require access to a vast pool of data gathered from various sources—some
of it is even not part of smart healthcare sphere, e.g., AQ data, traffic status, social
networks, etc. This naturally calls for cloud-based implementations. We dedicate
this section to major characteristics of this cloud-based architecture, studying not
only the implementation but also various services it offers.
Structure and Framework Centralized cloud-based servers are the mainstream
approach for data processing; they can well satisfy the ever-increasing demand
of reliable computation by providing resourceful, always-on, flexible, scalable,
and affordable (by benefiting from economy of scale) data processing and storage
platforms. It is important to acknowledge that the term centralized is used loosely in
this context, as almost all cloud-based servers are structured by an interconnection of
a multitude resourceful machines (sometimes, physically distant from each other).
However, as such services are typically offered by the same entity (Cloud Service
Provider (CSP)) under the same policy, we consider them as centralized units (as
opposed to massively distributed m-health services). CSP and the administration
that controls a smart healthcare application can be the same entities, which yields
to a private cloud implementation. In contrary, it is often more affordable to lease a
public server form third-party CSPs, which share their resources with a multitude of
subscribers. This, however, poses various security and privacy concerns [98]. The
list of public CSPs, which customers can choose from is ever growing, as now the
major tech companies provide their own processing services, including the Google
Cloud IoT platform [99], Microsoft Azure IoT [100], Amazon AWS [101], and
IBM Watson IoT [102] to name a few. These services not only provide a hardware
platform for hosting data storage and processing but also offer off-the-shelf data
analytics algorithms, visualization tools, and a spectrum of APIs for controlling
end-devices; hence paving the way for the softwarization of the data plane [103].
Finally, for applications that require a middle-ground, hybrid implementations can
be suggested, where sensitive data are stored and processed in private servers while
demanding algorithms and long-term storage of the bulk of data are outsourced to
public servers [104].
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Alternatively, the diffusion of computationally capable smart portable devices,
such as smartphones and smartwatches, gives rise to nascent m-health architecture,
where computations are offloaded to a large number of distributed, heterogeneous
devices. By putting volunteering individuals in charge of the communication and
processing, the m-health substantially depresses operating costs while giving rise
to flexibility and scalability of the system (epically when paralleled with nondedicated sensing [52]). Multiple drawbacks, however, can be associated with this
implementation. Aside from complications of incentivizing individuals, security and
privacy considerations must also be addressed. Furthermore, the high entropy in
device properties and stochastic nature of the network make it substantially difficult
to guarantee the availability of the system [105]. Further curbing the applicability
of distributed approaches, not all data processing algorithms are executable in a
massively parallel fashion.
Machine Intelligence Software Core Whether distributed or centralized, public or
private, the cloud must provide two fundamental services (aside from data storage):
(i) data analytics and (ii) data visualization.
Data analytics refers to machine learning [106] and deep learning algorithms that
extract valuable information from the pile of apparently unrelated raw data, thereby
facilitating decision making by performing the descriptive, diagnostic, predictive,
and prescriptive analysis. The data processing component must deliver these
services while meeting the 5Vs (Veracity, Volume, Velocity, Variety, and Value) [78]
requirements of IoT applications. Additionally, considering the gravity of the task—
which directly affects the well-being of users—the machine intelligence must
deliver exceptional accuracy (particularly in terms of low false-negatives) as well
as immunity to noise [107]. Once such a platform is established, invaluable services
can be provided to users. For example, the study conducted in [108] uses Support
Vector Machine (SVM) to categorize voices recorded by numerous sensors such
as smartphones and voice recorders with the objective of detecting Parkinson’s
Diseases (PD) in early stages (as PD causes speech impairments). Multiple features
such as lowest and highest frequencies, jitter, perturbation, and amplitude are
used for the classification. The SVM is executed by a centralized server, which
shares the processing results with a physician. Being incorporated with other smart
city services, the server can also collect traffic information to facilitate access
and expedite emergency response when required. The system proposed in [109]
uses cameras to capture head images, from which various features such as head
movements, blinking rate, and facial expressions are extracted. These features are
then combined with data obtained from user’s usage of social networks to classify
their mood into three separate states [109]. Using logistic regression, the authors
achieve an accuracy of almost 90%. Aiming to improve the efficiency of emergency
rooms, the authors of [110] propose an RFID-based patient localization technique
based on k-means and Random Forest. Using this hybrid approach, they report an
accuracy of 98%, showing the efficacy and robustness of hybrid and hierarchal
implementations. These example data analytics applications clearly accentuate the
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integral role of machine intelligence in the consolidation of smart healthcare with
other smart city applications.
In response to the growth of the m-health, many research works in the literature
have investigated the distributed implementation of data analytics [111–113]. Particularly, clustering solutions evince great potential for distributed implementations.
Nonetheless, such approaches negatively affect various aspects of the system,
with the communication plane typically receiving the brunt of the performance
degradation, as distributed algorithms heavily rely on data exchange among nodes.
Finally, once processed, the information must be output to participants in forms
of recommendations, action control, and particularly, visualization. An effective
approach to the latter is rife with myriad complications. First, the massive size
of the extracted information calls for data abstraction and summarization. For
example, the study conducted in [31] proposes a novel visualization solution for
condensing 24-h heart rate data into a simple graph, helping physicians detect
Long QT (LQT) syndrome. Second, various participants of the e-health system seek
different information; therefore, data visualized for (say) patients differ substantially
from those prepared for physicians. These two requirements necessitate a hierarchal
and personalized presentation.

4 Smart Healthcare Vulnerabilities
Aside from its myriad advantages, the diffusion of smart healthcare (and IoT in
general) in various dimensions of our healthcare system brings about multiple
detrimental side effects. Particularly, by increasing the attack surface, this transition
leaves security, safety, and privacy of the users vulnerable to cyberattacks. The
extent of these vulnerabilities ranges from security flaws in individual smart devices
to weaknesses in underlying infrastructures such as hospitals. For example, in 2017,
Food and Drug Administration (FDA) issued a warning regarding the susceptibility of pacemakers and cardiac devices to intrusion and privacy breaches [114].
Fortunately, no specific attack exploiting these flaws was reported; nonetheless,
considering the gravity of these devices to patients, such security threats cause
genuine concerns and retard proliferation of smart healthcare devices.
Further adding to the security and privacy concerns, an increasing number
of attacks are now targeting underlying health infrastructures. For example, in
2017, attackers used a ransomware to cut access to computers in a hospital in
Los Angeles [115]. The hospital regained access only after paying $17,000 to
the attackers. Although this incident did not directly threat hospitalized patients,
it interfered with the admittance of new patients to the emergency center. Even
more unsettling, in the same year, the so-called WannaCry ransomware affected
UK’s National Health Services (NHS), which led to “massive shutdowns and
inconveniences to the country’s health care infrastructure” [116]. Similar extortionoriented attacks have been reported across the globe [117], including a $55,000
ransom attack to a hospital in Greenfield, Indiana in 2018 [114]. Indeed, the
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interwoven structure of smart healthcare further exacerbates the situation, as the
dispersion of even seemingly insignificant data can create security considerations.
For example, it is known that fitness-related data can reveal sensitive information
pertaining to military zones [118].
Considering the smart healthcare’s inflating sphere of influence, it can be
expected that the frequency and extent of such attacks continue to increase for the
foreseeable future. This can depress the social acceptance of such applications and
impede the prevalence of smart healthcare and its many advantages. Consequently,
a massive amount of effort has been undertaken to strengthen the security and
privacy aspects of this domain. These efforts can be subsumed under technical and
non-technical (social) categories. The former involves applying security preserving
techniques to different components of the architecture shown in Fig. 2, while
the latter includes regulations passed by policymakers to legally oblige system
developers to protect the privacy and security of their users. Health Insurance
Portability and Accountability Act (HIPAA) and the European Data Protection
Directive 95/46/EC [119] are the most eminent examples of such regulations. In
this chapter, we focus on the former category.
The underlying contributing factor to security and privacy vulnerabilities of smart
health can be ascribed to the service-oriented design approach of developers, who
oftentimes neglect the security aspects of their systems to expedite the development
and employment process. Still being its infancy, many smart healthcare products
and services—whether commercial or not—are developed somehow as proof-ofconcept prototypes to assess the feasibility of new ideas and evaluate their social
acceptance. Furthermore, unlike performance metrics such as battery life, memory
size, and physical dimensions, the security and privacy metrics are difficult to
quantify and advertise [120]. This leaves some producers reluctant to heavily invest
in these areas. It is, therefore, not surprising to see that many of these products regard
security and privacy as features rather than an integral part of the system [121].
Although the maturity of IoT coupled with the rising awareness about security (fueled by recent attacks) has mitigated this problem to some extent, older
vulnerable devices entail long-lasting repercussions by adding to the security
heterogeneity of the system. The security heterogeneity is a multi-faceted problem
that substantially complicates the fulfillment of a protective initiative. Following
the preceding discussion, one aspect of this non-uniformity can be associated
with the amalgamation of the older generation and insecure devices with newer
(typically) secure ones. By creating weak links, this provides adversaries with the
opportunity to exploit vulnerabilities of the former group to compromise the entire
network. From another perspective, this heterogeneity evinces itself in data and user
access requirements [122]; some data are inherently more sensitive than others.
For example, video and audio-based information are more prone to attacks than
air quality parameters. Nonetheless, when fused together, even unimportant data
can disclose critical information about users [118]. User non-uniformity implies
that a complex smart healthcare system involves numerous stakeholders from
patients to their physicians to insurance companies to emergency units. These users
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require various levels of data access, which often change dynamically based on the
context [123]. Indeed, managing these heterogeneities is an onerous task.
Addressing these intricate security and privacy considerations in the smart city
must be carried out in accordance with the limited resource availability of smart
sensors, implying that many existing sophisticated techniques are not applicable
to smart healthcare applications. This adds another dimension to the security and
privacy problem, where these requirements must be met without adversely affecting
the experience of the user. This dimension is sometimes referred to as Quality of
Protection (QoP) [124]. Additionally, aside from intentional cyberattacks, smart
health applications must also offer higher reliability, resilience, and self-healing
features. Finally, even devices with robust security mechanisms may fail to protect
users’ data, unless both users and system administrators meticulously enforce security recommendations [120]. Increasing the awareness among various stakeholders
is, therefore, critical to any holistic security framework.
The standardization of security and privacy protection mechanisms poses yet
another challenge in securing smart healthcare services. Currently, the available
solutions are highly fragmented, as a universal standard is yet to be adopted. This
fragmentation occurs in each service of the smart city (including smart healthcare)
but the problem will be more pronounced in entangled future ecosystems that
involve a wide variety of smart city services. Indeed, the emergence of higher-level
security services provided by CoAP, DTLS, IPSec, etc. can partially abate these
concerns. Nonetheless, interoperable access control, identification, authentication,
and trustworthiness assessment are yet to emerge. The major policymakers and
standardization groups are aware of these shortcomings and have undertaken various
efforts to standardize IoT security (e.g., ITU-T Y.2060, Y.2066, Y.2067, Y. 2075,
etc. [125]). Particularly, ITU-T Y.2075 and ITU-T H860 target smart healthcare
applications, the former defines the requirements for e-health monitoring, while the
latter regulates multimedia data exchange [126].
Any effective protective solution must overcome the aforesaid challenges to
satisfy various requirements that are subsumed under the general term, security,
including [127, 128]:
– Confidentiality protects data against privacy leaks, eavesdropping, and unauthorized access.
– Availability implies that data must be made available to authorized users at their
behest with least amount of delay possible.
– Data integrity detects and amends data manipulations, either intentional (caused
by adversaries) or unintentional (caused by networking errors) ones.
– Interoperability facilitates authorized information sharing among various participants of the healthcare system.
– Identification limits the data access to the authorized users.
– Authorization verifies the legitimacy of data and users.
– Data loss immunity enables the system to recover to its original state after a
partial loss of data.
– Privacy cuts access to the data for the irrelevant users.
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Smart healthcare applications are particularly vulnerable to identity-based
attacks. Unfortunately, traditional PIN-based authentication techniques are proven
to be inadequate in many applications considering that (i) smart healthcare
ecosystems involve a large number of stakeholders and (ii) many users are elderly,
who might not easily remember their credentials. Various solutions are proposed to
relax this requirement (e.g., using RFID tags [129]). In addition to identity-based
threats, many smart healthcare systems are vulnerable to service attacks (Denial
of Service), which can result in catastrophic consequences [130]. The following
sections provide a more detailed study of some of the major threat models in smart
healthcare applications.

5 Security and Privacy of Field Devices
As discussed in Sect. 4, regarding security and privacy protection mechanisms as
supplementary features is the underlying cause of many existing vulnerabilities.
Instead, security must be incorporated in the early phases of the design process as an
integral component of the system. Furthermore, because it is the weakest link that
determines the overall robustness of the system, any attempt to ensure security and
protect privacy must include all components of the system. This latter consideration,
however, is typically neglected, as developers often focus on the security of the
communication and omit other components.
Cryptography is the backbone of the security and privacy protection in the sensing and communication planes. Particularly, taking advantage of its simplicity, many
smart sensors are equipped with built-in Advanced Encryption Standard (AES)
accelerators [131]. In case a more robust encryption is required, algorithms that
use Elliptic Curve Cryptography (ECC), such as Elliptic Curve Digital Signature
(ECDSA), can be employed. ECC security matches RSA, however, utilizing smaller
keys renders it less resource demanding. ECDSA, however, involves complicated
verification procedures, which shifts the computation burden to the cloud side [132].
These cryptography-based approaches can well improve device security against a
wide variety of software-based attacks. However, they are oftentimes ineffective
against hardware and side channel attacks. Additionally, many of these solutions
are susceptible to attacks carried out by insiders [133].

5.1 Common Threats and Proposed Solutions
This section analyzes some of the major threats and the proposed solutions
for ensuring security and privacy of field devices, by focusing on sensing and
communication components. Instead of targeting the entirety of the system, most
of the vulnerabilities studied in this section correspond with the system’s individual
components or at most aim at the underlying data collection network (as opposed
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to enforcing access control, identification, and authentication that involve higherlevel component of the system (e.g., cloud), which are discussed in Sect. 6). The
relative parochial scope of these threats, however, does not translate to ineffectiveness. Although we have separated the solutions and threats into two sections,
a comprehensive security package must be uniformly spread over all levels.
Node capture involves insider adversaries tampering a node in the network,
oftentimes through hardware changes (including uploading code through debugging
pins or soldering hardware pieces to the device). Therefore, it requires physical
access to the device. Once compromised, the adversary can read the memory content
of the captured node, make it generate false data, or gain full control over its
operation, which allows them to perform insider attacks targeting the entire network.
Firmware verification—particularly hardware-based solutions that rely on Trusted
Platform Modules [134]—and limiting access to debugging pins can provide some
degree of immunity to such attacks [135].
Node replication is based on secret key information gained from captured nodes,
which allows the adversary to insert multiple compromised nodes into the network
mimicking the identity and credentials of the captured device. Replicated nodes
(imposters) can generate wrong data, perform selective packet forwarding, and
conduct sinkhole attacks [128]. Typically, location-based solutions, where neighbors
of a node attest its legitimacy are used for detecting imposters. Network mobility and
colluding replicas, however, can render these solutions rather impotent. More robust
approaches, such as token exchange based on Artificial Immune System (AIS) can
mitigate these problems [136].
Injection attacks involve adversaries uploading malicious firmware to the device
(code injection) or tampering with nodes to generate incorrect data (data injection).
The former can be mitigated by checking the validity of the firmware, whereas the
latter is typically detected by “estimators” [133]. An estimator contrasts the values
generated by a senor with the expected values. A substantial and persistent deviation
from expected values indicates an attack. The efficacy of such solutions, however, is
limited when adversaries have some familiarity with the network and the expected
values. More sophisticated estimators based on Kalman filter and machine learning
solutions are proposed in the literature to address these limitations [137, 138].
Injection attacks are particularly common in smart healthcare applications. For
example, the study conducted in [139] shows the susceptibility of BLE (arguably,
the most prevalent communication in smart healthcare applications) to these attacks.
Side channel attacks are carried out by inspecting parameters such as execution
time, power consumption, and cache access patterns to gain information about
sensitive information (e.g., secret keys). Side channel attacks can then render
software-based encryption techniques rather ineffective. Decreasing the correlation
between the key size and computations (such as Montgomery’s multiplication [140])
as well as randomizing calculations [141] can substantially improve the immunity
of the system against side-channel attacks [131].
Jamming is a well-known type of Denial of Service (DoS) attacks, which targets
system’s availability. To achieve this, adversaries use jammer devices to generate
random RF signals that intentionally cause interference with data transmission,

96

H. Habibzadeh and T. Soyata

thereby decreasing the Signal-to-Noise Ratio (SNR). The complexity of jamming
attacks increases with the knowledge of the adversaries about the network, which
allows them to adjust their attack to the network’s reaction. Countervailing jamming
in such scenarios often involves game theory-based solutions that aim to detect
an equilibrium between adversary’s actions and network reactions [142]. Such
solutions, however, typically take a toll on sensors’ computational load and their
energy consumption demands.
Denial of sleep (DoSL) is a link layer variant of DoS attacks. In DoSL, the
adversary exploits security flaws to create packet collision, message overhearing,
and idle listening to increase the energy consumption of smart sensors. Additionally,
these attacks can be carried out simply by sending consecutive Request to Send
(RTS) messages. DoSL accelerates battery drain. Knowing that battery replacement
in many WSNs is cost prohibitive, this can lead to imminent shut down of such
networks [143]. Securing the network against DoSL typically revolves around
authentication and anti-replay mechanisms [144].
Vampire attacks reduce networks’ expected lifetime by gradually draining sensors’ batteries. Two aspects differentiate this attack from DoSL and resource
exhaustion attacks; first, it typically targets long-term availability of the network and
second, it exploits vulnerabilities of the network layer. Particularly, the malicious
nodes generate and transmit packets that require higher-than-average routing and
processing (e.g., by creating loops or establishing longer routes), hence increasing
the power dissipation of the network. Vampire attacks can be mitigated by loop
detection routing algorithms and optimal route re-computation as well as clean slate
sensor routing protocols [145].
Black hole is a network layer DoS attack, where a malicious node exploits
vulnerabilities in routing protocols such as Ad-hoc On-demand Distance Vector
(AODV) and Dynamic Source Routing (DSR) to broadcast a fake shortest path to
a destination. Eventually, this results in all the packets generated by the network to
be redirected to the compromised node. The malicious device can then drop these
packets (black hole attack) or forward a select number of them (selective black hole
attack). Various solutions are proposed in the literature to countermeasure black
hole attacks including sending data through multiple paths and establishing trusted
routes based on the packet delivery ratio. Such solutions, however, increase power
demand of the system and add to its complexity [146].
Man-in-the-middle, or equivalently manipulation [147], describes (typically)
network layer data manipulation attacks, where an adversary alters data traveling
from its source to destination. Particularly, joining procedure of new devices to the
network is known to be susceptible to such attacks [148]. This is indeed a major
challenge for smart healthcare systems as their dynamism implies frequent inclusion
and exclusion of devices, providing adversaries ample opportunities to compromise
the data. Network robustness against man-in-the-middle attacks can be increased by
employing data encryption techniques (either symmetric or asymmetric), network
layer authentication, and digest algorithms [149].
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5.2 Specificities of Smart Healthcare Applications
A majority of the vulnerabilities discussed in Sect. 5.1 are inherited from IoT-based
nature of modern smart healthcare applications. In addition to these vulnerabilities,
there still exists a wide range of security concerns that directly stem from immanent
characteristics of smart healthcare. Particularly, extent and diversity of smart healthcare systems are proven to be the root cause of many such threats. A practical healthcare system likely relies on users conventional smart devices such as smartphones
and smartwatches to collect and relay data. These devices forward information to
the cloud using a heterogeneous communication network that involves home and
public WiFi as well as cellular communication. This creates ample opportunity for
adversaries to compromise the system. For example, many smart existing services
revolve around Android-powered devices. The conducted studies in [150] show
how adversaries can steal critical information from these devices using screen-shot
attacks. Additionally, it is known that WiFi and ZigBee (two most commonly-used
communication technologies in WBAN) can be compromised using man-in-themiddle, DDos, and replay attacks [151]. Therefore, due to this heterogeneity,
providing end-to-end security is oftentimes augmented by employing higher-level
encryption (e.g., Constraint Application Protocol (CoAP) [152] in the application
layer and IPSec and Datagram Transport Layer Security (DTLS) [153] in the
transport layer). Lower level security solutions are also available. For example, IPv6
over Low power Wireless Personal Area Network (6LoPAN) uses AES to provide
authentication and confidentiality (by adjusting the Auxiliary Security Header).
Although effective, many of these solutions substantially increase power demand
of existing healthcare devices. There are some existing works in the literature that
aim to address this limitation by outsourcing demanding computations of these
algorithms to more resourceful devices such as gateways [154].

5.3 Summary
This discussion of a select number of cyberattacks clearly shows their diversity,
which evinces itself in terms of exploited vulnerabilities (hardware and software),
adversaries intentions (e.g., crippling the network or stealing data), targeted layers
(e.g., physical, link, and network), scale and possible repercussions. Emerging
sensing and processing paradigms such as crowd-sensing and edge-processing further complicate smart healthcare security equation by adding additional unknowns
such as participant trustworthiness [155]. Table 3 summarizes our discussion about
crypto-level security concerns in smart healthcare applications.

Target
HW SW
✓
✗

✗

✗

✗

✓
✓
✓
✓

✓

✓

✓

✓

✓
✗
✗
✗

✗

Attacks
Node capture

Node replication

Injection

Jamming

Side channel
DoSL
Vampire
Black hole

Man in the middle

Repercussions
False data generation
Secret key leakage
Basis for other attacks
False data generation
Basis for sink hole attack
Packet drop
False data generation
Basis for node capture attack
Degraded QoS
Increased energy demand
Packet drop
Secret key leakage
Battery drain
Gradual battery drain
Gradual battery drain
Packet loss
Privacy leakage
False data injection
Packet loss
Privacy leakage

Data encryption/authentication/digest algorithms

Montgomery’s multiplication/randomizing computations
Authentication/replay attack protection
Routing loop detection/clean slate sensor routing
Multi-path routing/establishing trusted routes

Data verification
by estimators
Game theoretic traffic analysis

Neighbor attestation/toke exchange

Proposed solutions
Limiting access to debugging pins/firmware verification
(SW or HW)

Table 3 Summary of some threats against sensing and communication components of smart healthcare, their repercussions, and common solutions
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6 Access Control, Identification, and Authentication
The diffusion of cloud-based computing in smart healthcare systems explicitly
implies a separation between data’s host (where data is processed and stored) and
their generators (users). Considering that cloud-based servers are typically owned
and controlled by third-party entities, such separation causes genuine security and
privacy concerns. Furthermore, taking advantage of economies of scale, cloud
resources are shared among various applications and services, which increases
incidents of privacy leakage and provides more opportunities for adversaries to
compromise the system’s security. In addition to protecting data against the threats
discussed in Sect. 5, an impervious security system cannot be established without
overcoming cloud security challenges.
A comprehensive protecting solution must be spread over all functionality of the
cloud [156]: data processing, data retrieval, and data storage. The first requirement
can be satisfied by Fully Homomorphic Cryptography (FHC) techniques, which
allow computation on encrypted data [157, 158]. FHC, however, is computationally
complex even for powerful cloud-based servers. Ensuring security of data during
retrieval and storage is typically addressed by identification, authorization, and
access control mechanisms. Scale, dynamism, and complexity of healthcare systems
render many traditional solutions impractical. Hence, this field calls for innovative
solutions, which we investigate in detail in this section.

6.1 Access Control
Traditional access control mechanisms (based on RSA, AES, and IDEA) are
developed to provide secure one-to-one data sharing, which makes them suitable
for classic applications such as file transfer and email exchange. The requirements
of modern smart healthcare platforms, however, differ significantly from these traditional services, which involve a large number of participants with highly dynamic
access privileges, which change with roles, time, location, etc. [159]. Indeed, multiple copies of data can be created to implement more resilient data sharing paradigms
based on the traditional techniques; nonetheless, the sheer scale of the smart healthcare renders such approaches impractical. Attribute-Based Access Control (ABAC)
can satisfy this requirement. Based on Attribute-Based Encryption (ABE, also called
Fuzzy Identity-Based Encryption) [160], ABAC utilizes users’ attributes (e.g., location, profession, affiliation, etc.) to create private keys. Therefore, the combination
of various attributes allows fine-grained access control management. For example,
the authors in [161] develop a cloud-based framework for ABE-based personal
health record sharing that manages access control among various owners and users
(including patients, physicians, family members, pharmacies, etc.). The proposed
solution also provides attribute revocation (a user’s access to a record must be terminated as soon as their attributes change) and relies on honest but curious servers.
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6.2 Identification and Authentication
A robust authentication mechanism must ensure protection against a multitude of
attacks including eavesdropping, online and offline password guessing, spoofing,
man-in-the-middle, replay, and dictionary attacks. Even a single vulnerability
against one of these threats suffices to undermine the overall efficacy of the authentication mechanism. This comprehensiveness inexorably entails hybrid solutions,
as developing a non-hybrid solution capable of satisfying all these requirements
is proven to be cumbersome. Additionally, authentication techniques must comply
with immanent characteristics of eHealth cloud, particularly its distributed and
multi-server implementation [162], while offering simple and secure account
recovery as well as system restoration after disasters and breaches [163].
Traditionally, the authentication is carried out using passwords, which can always
be stolen and guessed (especially low-entropy ones). Alternatively, two-factor
authentication can address some of these concerns, where in addition to passwords,
users must insert a smart card to verify their identity. This prevents passwords
guessing, stealing, and sharing, as there is only a single card per user. This
remote-access identity-based verification mechanism, however, is still susceptible to
eavesdropping, password guessing, and smart key stealing [164]. Addressing these
limitations, emerging biometrics-based solutions use physiological parameters (e.g.,
fingerprints, facial features, etc.) to identify and authenticate users. Additionally, in
response to nascent trends in the digital health domain, such as socialization of
smart objects [165] and their interplay with social media [166], biometrics-based
solutions can now authenticate users based on their behavioral patterns including
their use of social networks [167] and handwriting [168]. These two approaches
are also referred to as hard and soft biometrics-based authentication [169]. Strong
protection can be maintained by a hybrid utilization of both the behavioral and
biometrics-based authentication, as opposed to replacing one with the other.
Maximizing the security robustness of smart healthcare systems, various threefactor authentication mechanisms, based on passwords, smart cards, and biometrics
have been proposed in the literature. Utilizing strong encryption mechanism such
as RSA, ECC, and Hash function (ECC is typically preferred due to its strong
protection and small key size) under the hood, the three-factor authentication can
provide immunity against a variety of attacks including guessing, eavesdropping,
intercept, replay to name a few [170]. Aside from its many advantages, threefactor authentication is rather a complicated system, which impedes its widespread
proliferation among the elderly and disabled. Both groups are major participants in
healthcare systems. This calls for alternative approaches that are user-friendly and
independent from peripheral devices such as smartphones and card readers. To this
end, various ambient sensors (e.g., cameras and RFID) can extract users’ biometrics
to authenticate them, thereby creating a naked environment, where interactions
between users and the environment take place directly and continuously [171].
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6.3 Data Trustworthiness
The system’s heterogeneity coupled with a large number of stakeholders in a
typical smart healthcare application introduces an extra dimension in data security
and privacy: data trustworthiness. Intentional (by adversaries) and unintentional
(e.g., by faulty devices) incidents can inject fallible data in smart healthcare
applications. Due to the gravity of the task, it is necessary to evaluate and assess
the trustworthiness of the collected data. This problem is particularly emphasized
in crowd-sensing applications. Two key factors determine data trustworthiness.
The first one is ascribed to the accuracy of the sensors (typically embedded into
participants’ smart devices), while the second is typically associated with their
reputation [172]. Social Network-Aided Trustworthiness Assurance (SONATA) is
a notable solution to evaluate data trustworthiness in a crowd-sensing application [173]. In this solution, a community of participants that perform the same
sensing task is used to evaluate trustworthiness through a voting-based approach,
dynamically. The study conducted in [174] uses a similar approach, however, the
authors further increase the reliability of the voting process by increasing the voting
clout of a group of selected trustworthy participants.
Aside from the preceding discussion, the recent incidents regarding the privacy
violation of users by some of the major services providers have also added a new
aspect to trustworthiness in IoT and smart healthcare systems. In fact, many users
and system administrators now prefer to sever their reliance on third-party service
providers. This has inexorably motivated the emergence of decentralized solutions.
Particularly, block-chain services are expected to play a significant role for securely
storing medical records on a distributed platform. Existing research has proven the
efficacy of block-chain technology in protecting users’ privacy and security [175].

7 Future Directions and Open Issues
Although the current smart healthcare services are fragmented and disjoint, the
newest trends and developments in IoT and the smart city hint at an imminent
fusion of services and applications into a unified ecosystem. Multiple trends fuel
this unification including (but not limited to) the prevalence of smart wearables
and crowd-sensing platforms, the emergence of electric vehicles and smart home
services, the growth of machine learning and deep learning algorithms, the advancements of cloud and fog computing, etc. To these, one should also add societal
developments such as the global aging population, increasing technology-awareness
in eastern and southern Asia, as well ever increasing market dominance of some
technology giants. Establishing such an ecosystem, however, is contingent upon
guaranteeing interoperability among myriad components of smart cities, which for
years has been the bane of IoT-based services.
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There are multiple emerging technologies that can facilitate interoperability in
the context of smart healthcare and the smart city. For example, 5G has the potential
to overcome the fragmentation in communication technologies, particularly, considering its intrinsic compatibility with existing common Radio Access Technologies
(such as WiFi) using the Licensed Assisted Technology (LAA) [176]. When coupled
with the profusion of smart wearable devices, it is not unreasonable to imagine that
BLE/5G will be the de facto approach for short and long range communication,
respectively.
Equivalently impressive is the evolution of the blockchain technology, which
simultaneously addresses the security concerns and the challenges regarding the
data storage and sharing in smart healthcare services. Additionally, this technology
can pave the way to further the adoption of fog computing, which is yet another
major pillar for future smart healthcare ecosystem. Despite its increasing popularity,
however, the adoption of blockchain technology faces various challenges including
ensuring the interoperability among different blockchains, protecting the security
of the data when at least 50% of the network is compromised, and evaluating the
trustworthiness of information [177].
In addition to the aforementioned challenges, standardization and security remain
the main deterrence against the growth of smart healthcare ecosystem. Although
multiple efforts have been undertaken to standardize data communication, sensing,
storage, and processing are often get neglected, which negatively impacts the
integration of services in these levels. The unification of smart healthcare services
with each other, as well as sundry smart city applications, also exacerbates security
and privacy concerns as it complicates the existing attack surface. Unfortunately,
many major stakeholders fail to properly incorporate a comprehensive security
protection system in their designs (perhaps because in some cases companies
short-term financial interests are in contrast with their customers or maybe privacy
and security features are not as advertisable as performance metrics). Despite the
remarkable advancements in communication component, preserving security and
privacy for effectively sharing and processing information still remains the major
hindrance against the proliferation of ubiquitous smart healthcare.

8 Summary and Concluding Remarks
Despite their relatively short life, fledgling smart healthcare systems have evolved
from simple monitoring services with a limited number of sensors to now complicated multi-faceted and multi-dimensional systems, that are interwoven seamlessly
with various aspects of our lives in the post-ICT era. This article is dedicated to
unraveling major enablers that have contributed to this transition, spanning from
technical breakthroughs to their security and privacy repercussions. Emphasizing
the convergence of various smart city applications into a unified ecosystem and
focusing on the security and privacy ramifications of such trends, we study modern
smart healthcare systems from the standpoint of the following aspects:

Toward Uniform Smart Healthcare Ecosystems: A Survey on Prospects,. . .

103

(i) Application, where we investigate existing works to show how clinical grade,
fitness-related, and infrastructure applications are evolving and merging to
form a unified healthcare ecosystem.
(ii) Architecture, where we discuss underlying technical advances that have fueled
the evolution of the smart healthcare. We explain how the maturity of sensing
devices has made available to our disposal a wide spectrum of inexpensive,
resourceful, noninvasive, and bio-compatible sensors. To this, we should
add viable alternatives such as crowd-sensing, which substantially reduce
the expenses of large-scale sensing platforms. Additionally, we detail the
contribution of emerging low-power and high-rate communication such as
BLE to a reduction in communication expenses. Furthermore, we provide an
analysis of the critical role of machine learning and deep learning algorithms
in the realization of the smart healthcare ecosystem.
(iii) Vulnerabilities, where we examine the most recent cyberattacks targeting
actual implementations to identify major vulnerabilities and weaknesses of
smart healthcare applications.
(iv) Crypto-level security, where we detail security flaws of the sensing and
communication components of the smart healthcare, with an emphasis on less
conventional hardware and software attacks carried out by insiders.
(v) System-level security, where we address the vulnerabilities of the cloud, myriad challenges it faces in quest of protecting users’ security and privacy, as well
as the proposed solutions and their associated advantages and disadvantages.
Our study concludes by arguing that nothing more than security and privacy
considerations blocks the path toward the realization of the future healthcare
ecosystem. This concern can only be mitigated by implementing security protection
mechanisms as an integral part of the system, added to the design in early stages,
and spread uniformly over every single component of the system.
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